Continuity of Operations in the Risky World

IT Governance:Enterprise Risk Management
TUN 23 WYIeU 2551 1981 9.30 — 10.30 .

J A
2 159U 191I95ATU aDLIa

Tag - 1051 gI3IUAN3

Metha Suvanasarn



UHINNMTH A HO

w d' | A = o a d v v v Y A
1.CGﬂ‘]Jﬂ’J13J!ﬁ£l\ﬂ‘l’i3~l°‘|llli>)3~lﬂﬁu1ﬂi’)3JW’J!ﬂi’)ﬁ!€ll"lﬂ~lﬂ‘lix‘]]‘l«!ﬂ‘]]lﬂ‘ﬂ‘iﬁ”lﬁ
w :i v v :i J v v
2.M133aN193/ ﬂ‘lﬁﬂ’J‘]ij}Nﬂ31N!ﬁ’ﬂQ¢!ﬁ®§‘lu§$ﬂUﬂ®\‘lﬂﬂﬁﬂmﬁ‘lﬂﬂ
3.1JN%§3JN?)<1991}11! IT Governance N1 BCM t1ay Balance Scorecard

d v w Jd
4. mﬂﬂﬁznammzmmauwuﬁmm ITG & COSO/ ERM
5. ITG-COBIT-1S0O27001 #azMMitiaoNsIN COSO/ERM mams

v

‘]Jﬁ‘ﬁ‘lﬁll‘]]‘ﬂﬁ@ﬂﬂ‘iuﬁ1u!!ﬁuﬂim1ﬂﬁ‘l’l’a‘l’lﬂi’)\‘]ﬂﬂi mamsaﬁ]mmﬂ

6. Key Success Factors waz KPI éhu IT/ITG msynnesmutian BSC.
7. ms?mmmuazmsmnaammaaﬂﬂszmmmgyﬁmmsmaﬁ’mIT/ ITG
8. ms¥uinaen naz msuwamamsdszivwadin ITG/T & ERM

9. agiluaz ou-nou



o Qs —\ d‘d
DITNINUGHULANINIINA

= s Qs d
!‘V\If)f‘l'l5‘]J§5@Naﬂ1§ﬂ£ﬂﬂﬂ1um@ﬂ@ﬁﬂﬂ5

= = 2 = =
DITUITHITNINITUIULIHNDIN aSast
WAN2

STENBHNINVDINIS
a

1
1. 1Pe1lsz Tawiiqu 1
1 UszansHamIUuNUSHD vosszaiwn v

\ ANARNATUNTEDN1TNIVDI
g o G o =
Saneluszausia

VEAIAUITIVBNT

HUAIIBNIS

Tuszanininuazinan i1y

ETRR Ava1luFIn1snave sy g
mﬂ1Wﬂ1§(]ﬁu§ﬂ1§ N il

FJEN4 NISWEUHI09ANS
4. YunounisUNiiasunu
-

o 3
RV RTCULY!

5. Umissvilgenisnoves
. Y as v
AIUIIVNIT TN UG

'ﬁ'ﬂTL!.ﬂTiﬂT

. v Yo o
6. Uszmisu'lasunisdiuae

Vo
ﬂ?111?{3¢1’)ﬂllﬂ$llﬂ’iuﬂ1‘i

Qﬂa‘l_lﬁlladﬁ’l‘l‘i]g]}’aﬂﬂﬁi

- - =
7. umsisziliumanisydgiia

sITNITVdINalLauD




HaNUIIENNVIA (Corporate Governante

aaisIeda gann
NUKIIBIA(TQA)

>

v Y

a . YY) (4
ﬁ%‘]J‘lJﬂTi‘lJ'i‘I’ﬂﬁﬂ31N!a’ﬂﬂﬂ’3ﬂﬁﬂﬂﬂﬂﬁ(ERM)



v v d a Y
mmauwuﬁmmmimu@umﬂh ﬂTﬁ‘l_l‘i‘I"ﬂiﬂ’J]ﬂJ!?TﬂQ !!ﬂ%ﬂ'l‘iﬂ‘ii)%ﬁi’)ﬂﬂﬁﬂﬂ

‘§$U‘l_lﬂ15ﬂ’3‘ljﬂllﬂ1ﬂcluﬂ13~l

FIUANNTE

‘53‘]]‘]]ﬂ1i‘]]§1"i15ﬂ3131!§ﬂ\‘]

aina

§$‘U‘Uﬂ1‘§ﬂ§3‘i]ﬁ'®‘l.lﬂ1ﬂﬂlu

ﬂ1N§1Hﬂ31N!§’ﬂQ




Tangible to Intangible asset
and Value Creation to CG/ITG Strategy

Intangible 38% | [62% | | 85%
asset

Tangible
asset

_ _ 1982 1999 2000
1. Brooking Institute

2. Baruch Law Analysis of S&P 500 Companies

Source : Balance Scorecard Collaborative Inc. & Robert S. Kaplan
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Managing Risk by GRC
From the Boardroom to the Mailroom

Market, Regulator and Stakeholder Expectations

(Emerging Standards and New Requirements)

Interdependent &Standards

C

COMPLIANCE
ot Doing the Wrong Thing (Rules and Constraints

Extended Enterprise and Value Chain

Doing the right thing (values)

Ethics
Integrity @)’1 S?:f:)[f;rl;l%rd

Culture

Source :Adopt from IT Governance Institute
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ANUANNHBEUON IT Governance ias Corporate Governance

CORPORATE
GOVERNANCE

Traditionally includes:
Duties of Directors Leaders
Legislative/Fiduciary

Compliance & Control
Ethics & Integrity ENTERPRISE
Business Operational Risks GOVERNANCE
& Control
Financial Accounting & CORPORATE IT
Reporting GOVERNANCE GOVERNANCE
(SIS ETE BN Enterprise Enterprise
‘ ‘ Goals Activities &
Risks & Their Objectives Process
Management Innovations Knowledge
Research & Intellectual
Capabilities Capital
Enterprise Information &  Human Resource
Governance focuses its Management Management
on the enterprise’ s:
- Euture Customer Service Enterprise

- Sustainability and &
potential Relationships

- Health

Communication
Internal/External

IT GOVERNANCE
over:

Enterprise/IT Objective

Legislative/Fiduciary
Compliance&Control

IT Resources

Information

Knowledge Management

System

Communications

Net Centric Technology

IT Operations, Risks &
Control

e-Commerce/EDI/EFT

IT Asset Management

Risks & Their
Management

IT Governance focuses
onlIT’s:

- Alignment with
enterprise objectives

- Use of IT Resources

- Management of IT
related risks




Understanding The Four Interrelated Domains of COBIT

Standard & Interdepedent
e

/\

Plan and Organize

/\

AN JL JLC AN
Acquire Deliver
And And
Implement Support
N7 JL JL N/

Monitor and Evaluate

Risk & Interdependency Approaches

Source : Adopt from IT Governance Institute



Information Security — International Standard aso 27001)

1. Security policy

2. Organization of information security

3. Asset management

4. Human resources security

5. Physical and environmental security

6. Communications and
operations management

7. Access control

8. Information systems acquisition,
development and maintenance

9. Information security incident
management

11. Compliance

CEO - CIO - CFO
—COO —and...

“2~ IS0 27001

S
Objectives
4 AAA b_!_

/‘/‘/‘ 'S.N'&

Processes &
Activities

" 2

Interdependent Approaches / Cons1derat10n

@ q/ @"’9 (loo G(;) ((D Domains
Supervision / Mgnitoring / Ac}_‘ross Criteriéi-.,./ Functi"'e_ns

Consideration of common errors in identifying objectives & negative consequences
Identifying a means as an end.
Failing to consider each type & all types of objectives.

Failing to consider the relationships between objectives.



IT Risk factors aligned with their tiers in the pyramid

>Poor IT-business relations — AgIlity
»Poor project delivery

L //\/\/v\
A

» Applications do not meet business requirement Ccuracy N
»Manual data integration required
>+++
» Applications need standardization
. . o ce
»Lack of internal controls in applications —
»Network not reliable at all locations =
>+++ =

»Infrastructure not standardized _ o
»0ld technology Availability
»Poor backup/recovery

»Poor understood processes and applications
>+++

source: Adopt from IT Risk -turning business threats into competitive advantage by George Westerman & Richard Hunter



IT Governance & GRC Framework

Thai E-Transaction Laws / Thai Laws

doaq)
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(IT Infrastructure Library) her dDtandard |

auilsznevvea Enterprise Risk Management (ERM)

) ¢
1. ammnadeumeluesnns (Internal Environment)
€——| Risk Management Philosophy — Risk Culture — Board of director — Integrity and Ethical Values — Committee to Competence — Management’s Philosophy

and Operation Style — Risk Appetite — Organization — Assignment of Authority and responsibility — Human Resource Policy

v
COSO < ' 2. nismrivatihvisne (Objective Setting)

Strategic Objective — Related Objectives — Selected Objectives — Risk Appetite — Risk Tolerance
2
3. ﬂ15$$u!?‘i9]ﬂ‘liﬂi (Event Identification)
+“—> Events — Factors Influencing Strategy and Objectives — Methodologies and Techniques — Event Interdependencies — Event Categories —
S - O 'F - C - Risk and Opportunities
*
4. msisziiiuadea (Risk Assessment)
Inherent and Residual Risk — Likelihood and Impact — Methodologies and Techniques - Correlation
¥
¢ > 5. MISADUAUDIN ML (Risk Response)
Identify Risk Response — Evaluate Possible Risk Responses — Select Risk Responses — Portfolio View

v
1 N 6. ?\ﬂﬂiiuﬂ‘s‘uﬂu (Control Activities)

(S90In0SAY L] Y10 %
D-A-0-S 2» PIBIII0IS dueey uo sA3I)ea)S sunue[eyg

Integration with risk response — Types of Control Activities — General Controls — Application Controls — Entity Specific
I
)
1 > 7. sTUUEIsaUMALazNIsAasioanals (Information and Communication)

Information — Strategic and Integrated Systems - Communication

v
K j | | 8. msfAamuuaziszidiuna (Monitoring)

Separate Evaluation — Ongoing Evaluation

|



IT Governance & Compliance Framework/GRC

p

Level 0 — Laws & Regulations

e

Level 1 — Internal Control Framework — COSO / Enterprise Risk Mgmt.

<

Level 2 — Internal Control Framework — I'T Governance/ISO
(Enterprise Wide-What to do/ Check list)

1

Level 3 — IT Best Practices, Standard and Lessons Learned

( How to do...Lesson learned ...What can go wrong ? )

-

Self-assessment focuses on objectives, risks and controls Management :

If objectives are not clear,... What can go wrong?
% L. What is/are consequences to risks & controls & ERM?
+’ Objectives e E— —

are things and organization wants to accomplish.

What can go wrong & it consequences ...if we fail to

identify risks from the causes.?

o
** Control ERM to Objectives & Business?

are things that help meet an objective by managing that risk.

O[OU[I9 ], SSa20IJ — 91d0a )

(S90In0SAY L] IO %
D-A-0-S 2» PIBIII0IS ddueey uo sA3I)ea)S sunue[eyg
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Risk=-Control-Internal Auditing

Risk Coruch

Wastes

v >< Unacceptable

sz 1Us1A90 n1sAauAN vinldeinfiasussquiluanels
N1SAIVAN LABUs1AIIN AMNLERG ABAnugyiiesiunsnenns
o o @ o @ v o
AILERN T1UT1AIN MsAuas Wwsasmeansuldls
N19859988UN8 1w NNATEUARENY ATINLEEY LAZNISAIUAN

WwtSaendeLIan = s1891wieRAUNE Abnormality Report

“Risk Based Auditing”
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29AUTENAUN 1: ANIWHIARBNNITAILAN

(Control environment)

29AU52nauN 2: N15UsZINUANNLAS

Activity 2

4.'&ﬂﬁﬂﬂLﬂﬁLLﬂ$ﬂﬁ%‘%ﬂﬂ'\€

(Risk assessment)

Activity 1

23AUszNAUN 3: NANFTNNITAIUAN

Uit B

3.0AN35UNITAILAN
(Control activities)

Uit A

29AUTZNaUN 4: RISAULNALAZNITADRNST

2.n15Usz N UAMNLEELS
(Information and communication)

’ o a - 1. ANTNUIARDN
’ﬂ\‘lﬂﬂﬁ‘gﬂ’ﬂ‘l_l‘l’l 5: ﬂ']ﬁ‘ﬂﬂﬂ']&l‘]_lﬁ%l,&luﬂﬂ
URINITAILAN

(Monitoring activities)

[



Relationship between COSO 1 and COSO 2

ERM is fully aligned with the COSO
Internal Control- Integrated Framework

Internal Environment

Event Ildentification

e

Information & = ‘ Risk Assessment ‘ L
= I | | .'.;.

=

Communication

- . L isk Response
L—&.'nl;h Lib la Ris
r & : i

| ./ |
e Control Activities
|

Information & Communication

waacsansunsy Y

| P—

v
¥
1
—i{ lr'd
"

Risk Assessment

Contral Environment

Monitoring

COSO 1 “Internal Control - COSO 2 “Enterprise Risk Management -
Integrated Framework” Integrated Framework”
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UHUHNANNFEN (Risk Map)
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Operational Risk

Operation failure risk

(Internal operational risks)

The risk encountered in the strategy

due to: - People

-Process

-Technology

Business Objectives

[—

>

Operation strategy risk
(External operational risks)
The risk of choosing an inappropriate

strategy in response to environment

factors, such as

-Political -Taxation -Regulation
-Government -societal

People risk Process risk Technology risk
|
| | | |
Incompetency fraud Model risk Transaction risk Operational control risk
| | |
Model/Methodology error Mark-to-model error Exceeding limits Security risks Volume risks
| | |
Execution error Product complexity Booking error Settlement error || Documentation/contract risk

System failure

Programming error Information risk
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SR98-9 IT Risks

c IT-RBS
: )
ransactionsg| e _
O Audit Management Process
Approach > 5
| | | 2 identify, Measure, Monitor, Control
© . :
FFIEC 1996 || S MGT. (incl. Audits & MIS)
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() = Security
@) 2 Integrity/Privacy (icl.SDLC)
2| = - Availability
= T | = ©
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IT Risks VS Risk-based Audit and Supervision/Audit

Approaches for IT Governance/GRC
FFIEC BOT COSO/ERM
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(IT Risks)
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Changing the Internal Auditor’s Paradigm & CG/ITG/GRC & Monitoring

Characteristic

Old Paradigm

New Paradigm

Internal Audit Focus

Internal Control

Business Risk

Internal Audit Response

Reactive, after-the-fact,

discontinuous, observers

of strategic planning

initiatives

Proactive real-time,

continuous monitoring,
participants in strategic plans

Risk Assessment

Risk Factors

Scenario Planning

Internal Audit Tests

Important Controls

Important Risks

Internal Audit Methods

Emphasis on the
Completeness of Detalil

Controls Testing

Emphasis on the
Significance of Broad

Business Risk Covered

Internal Control:
* Strengthened
* Cost-Benefit
* Efficient/Effective

Risk Management :
* Avoid/Diversify Risk
* Share/Transfer Risk

* Control/Accept Risk

Internal Audit Reports

Addressing the

Functional Controls

Addressing the Process Risk

Internal Audit Role in

the Organization

Independent Appraisal
Functional

Integrated Risk Management

and corporate Governance

11 : TIA Institute




Translating Vision and Strategy to

State Enterprise Performance Measurement —

\ 4

Vision, Mission and Values

What we want to be?

v
State Enterprise Business Model How will it get there?
v
Strategic Objectives for Measurement | How will we get there specifically?
|
v v v v
Financial Customer Internal Process Organizational Capability
|

\ 4

Performance Measures

What more precise details must we
aim for?

What are the cause

term value?

Promotion of v v

Best Practices Driven by Owner Output/Outcomes | and effects of long
and other to CG | |

and ITG

Do we want to meet acceptable
international standard?

(Basel 11, IAS 39, AML, ITIL,

ISO/TEC 17799, ERM-COSO,

GCG & ITG, CMMLI, etc.)

State Enterprise Performance Targets
v
Initiatives / Plans of Action

v
Linkages
v

11 : aau1)agunadIun Hewitt Institute

Actions for Quality Cycle / P-D-A-C

What levels of targets should be set for
State Enterprise by RMC?

What initiatives are required to achieve
these targets by State Enterprise?

Do these measures summarize our
existence?
State Enterprise & MOF
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Summary of ERM Understanding & Identifying Risks / Controls sample

: Distinguish between the cause and effect of a risk

: It is easier to mange the cause with internal controls than to manage the

effect of a risk

: For instance, “being out of compliance with regulations.”

What is/are the
effects or the

auses?

- lack knowledge of the regulations

- fraud,

- in competency,

- do not consider the laws to be important,
- etc.

source : Adopt from The Institute of Internal Auditor

- Penalties and/or

- Imprisonment and/or

- Bad reputation and/or

< | - Publicity for noncompliance and/or
- Cost increased and/or

- revenue decreased and/or

- Etc.

How to manage risks & controls?
4 T’s techniques
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